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Challenge Aim

Enhance geospatial and/or INSPIRE enabled web-based or
mobile application so as to connect to either Citizen Science
and/or Earth Observation data;

Improve accessibility to protected resources while also enabling
their direct consumption and utilisation by third party
applications.
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Background

Existing infrastructure from Citizen Observatories (SCENT, LandSense) and EO projects
(NextGEOSS)

|dent|ty Access Management SCENT HARMONISATION PLATFORM
system of SCENT Harmonisation
platform (http://scent-
harm.iccs.gr/)

OpenlD Connect / OAuth?2
principals



http://scent-harm.iccs.gr/
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Results

Front-end JavaScript applications were able to connect with the SCENT Harmonisation platform
Identity Access Management system by applying Implicit Grant Type of authorisation.

Following the user log in, the access token is issued immediately allowing users to access and
use protected resources and operations. In addition to the access token, an ID token is also

issued from the Authorization Server.

The ID token takes the form of a JSON Web Token (JWT) which is a JSON payload that is signed
with the private key of the issuer (SCENT Identity Access Management) and can be parsed by the

third-party application.
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‘ Client app \

SCENT Identity Access Management system

Authorisation
server

‘Resource server\

Client side

1 Wants to login
2 Redirect to token endpoint
"13 Checks client request
4 Shows login form
5 Inserts username & password A
6 Checks username & password
7 Sends access_token to redirect_uri

12 Displays information ;

| 8 Makes a request using the access_token

Y

9 Validates the access_token

T

_10 Ask authorisation server to check it

11 Returns the resource
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Conclusion

»~Tackle fragmentation of citizen-science projects and resources;

~Exploitation of protected resources when having different systems across multiple
organizations (projects) trusting/connecting to a single third-party ldentity Provider;

~Use of OAuth 2.0, an open industry-standard protocol for authorization, that can ensure
interoperability and scalability between various related applications and scenarios.



